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Collection of big data

Data analytics

Automated decision 
making  & improvement 
in quality and efficiency 
of products and services

Data is the lifeblood of the data-driven economy
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Fortune 500
Most Valuable Companies 
– 10 years ago (2008)
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Economic Value of Data



Fortune 500
Most Valuable Companies 
– Present (2018)
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Economic Value of Data



Ubiquitous 
collection of data

Unpredictable 
use of data

Profiling 

and 

Re-identification

Unfair inference 
and 

Discrimination
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Major Privacy Risks in Data-Driven Economy



Massive and ubiquitous data collection from multiple sources

Tracking online and offline 

Covert data collection blurs  the demarcation between private 
and public spaces

Rise of data brokers facilitates covert circulation of personal data 

Challenges principles of informed consent, adequate notification, 
data transparency, individual’s control over their data
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(1) Ubiquitous and Covert Data Collection



Reveal too 
accurate, private 

and sensitive 
information

Discomfort for 
individuals

Organisations are 
unsure about what 

information may 
reveal

Individual unable 
to understand 

consequences fully

Unpredictable 
analysis & inability 
to specify purpose 

of data use

Challenge the 
principles of 

purpose limitation 
and meaningful 

consent

(2) Unpredictable Use of Data
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Aggregate de-
identified data 
from various 

sources

Analyse and 
link up 

seemingly 
unrelated data

Re-identify
individuals & 

destroy anonymity

Profile individuals’ 
preferences and 
reveal personal 

secrets

(e.g. political opinions, 
sexual orientation etc.)

Personal Data or Non-Personal Data? The line is blurring

(3) Profiling and Re-identification
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Inaccuracy of 
big data

Inaccurate 
inference 
from big 

data analysis

Automated 
decisions

Unfair 
discrimination

Human rights 
intrusion

(4) Unfair Inference and Discrimination
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Customer 
Defection

Financial Loss

Enhanced 
Regulatory 

Enforcement

Operations 
Disruption
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Data-related Risks to Organisations



Data Breach, 
Privacy 
Scandals

Customers’ 
trust 
impaired

Customer 
Defection

A 2019 survey by Microsoft shows, in an event of a privacy or security breach…
• 53% of consumers in the Asia Pacific region would… 

• Switch to another organisation, 
• Reduce the usage of the digital service, or
• Stop using the digital service altogether
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(1) Customer Defection



Data Breach, 
Privacy 
Scandals

Customers’ 
trust 
impaired

Financial 
Loss

In 2018, Facebook’s share price…
• Dropped 6% - After the Cambridge Analytica incident
• Dropped 19% - After quarterly report showed 3 million European users left 

due to the Cambridge Analytica incident
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(2) Financial Loss



Hefty monetary fines could be imposed for mishandling 
data

– Cambridge Analytica incident

£500,000 fine imposed by the Information  
Commissioner Office of the UK (2018)

US$5 billion for settlement with the 
Federal Trade Commission of the US (2019)

Google – Lack of Transparency, Inadequate Notice, 

Lack of Valid Consent

€50 million fine imposed by the French 
Data Protection Authority (CNIL) under 
GDPR , in 2019 14

(3) Enhanced Regulatory Enforcement



Poor Data 
Governance

Inadequate 
Data 

Security

Disruption in 
Operations

Harm 
Sustainability 

of 
Operations

Ransomware

Cyberattack 
(e.g. DDoS)
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(4) Operations Disruption



Possible Ways to Address Privacy Risks 

Recasting the 
Scope of Data 

Protection Law

Collection of Personal Data

Definition of Personal Data

Accountability Data Ethics Cybersecurity
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1. The collecting party must be compiling information 
about an individual

2. The individual must be one whom the collector of 
information has identified or intends or seeks to identify

3. The identity of the individual must be an important 
item of information to the collecting party

Criteria of “collect” as defined in Eastweek case
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Telephone Number

• Phone number alone may not qualify as personal data

• But search engines & look-up services now make 
identification by phone number alone possible 

Email Addresses

• Email addresses alone may not qualify as personal data 

• But possible for profiling and identification due to their 
uniqueness and linkages with various online activities 

Metadata/IP Address (Online Identifiers)
• Not directly related to individual, may not be personal data 

• But analysis of metadata, tracking via IP address may reveal intimate 
information, build detailed personal profiles

Note: Anonymised/Pseudonymised data are not personal data. 18

Limitations of the current “personal data” definition under PDPO



Expand the meaning of ‘personal data’ under PDPO:

•Information practical to ascertain an identify 
(direct/indirect); or

•Information relating to an identifiable person
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Recasting the Scope – Personal Data Definition



Rationale: Data users are in the best position to identify,
assess and address the privacy risks of their activities

Responsibility to put in place adequate policies and
measures to ensure and demonstrate compliance

European Data Protection Supervisor:
“a common principle for organisations across many
disciplines […] live up to expectations for instance in
the delivery of their products and their behaviour
towards those they interact with.”

(2) Accountability
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Development of laws lags behind developing 
technologies and business models

Data users adopt 
accountability 

principle

Minimise risk

Build good reputation

Ensure trust of 
citizens and 
consumers

Accountability or elements of 
accountability required in:Accountability & ICT
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• Voluntary accountability framework

• First published – February 2014

• First revision – August 2018

• Pledged organisations:

➢ All government bureaus and departments

➢ 37 commercial and public organisations
(e.g. insurance, telecommunications, 
transportation, heath care, public utilities) 

PCPD’s Accountability Framework:
Privacy Management Programme (PMP)
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Accountability

Laws

Ethics

Communal values 
shared by the public in 

general, guiding our 
daily living

Legal obligations, 
usually based on 
communal values

Extended obligation to 
ensure compliance 

with laws

Re-emphasise
conformity to 
ethical, communal 
values in the whole 
data lifecycle 

(3) Data Ethics
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Data 

Ethical Obligations

Consumers 

Businesses 
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Ethical 
Accountability 
Framework

25

Values

Principles & 
policies

Assessment & 
oversights



• Be transparent

• Provide individuals with control

1. Respectful

• Identify and assess risks and benefits 
to all stakeholders 

• Mitigate risks

2. Beneficial

• Avoid bias, discrimination and other 
inappropriate actions

3. Fair
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Ethical 
Accountability 
Framework

Values



Principle: An expression of Values in
business context
➢ e.g. Fair principle: No customer should

be excluded from banking services by
inaccurate profiling and KYC

Policy: Translation from Values into
enforceable procedures
➢ e.g. Fair policy: Automated decisions

are subject to human review if they
produce negative impact on
customers
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Ethical 
Accountability 
Framework

Principles & 
policies



1. Ethical Data Impact Assessment

• Identify & assess the impact of data 
processing activities on all 
stakeholders

• Mitigate negative impacts

2. Process Oversight 

• Independent assessment on the 
integrity and effectiveness of an 
organisation’s data stewardship 
programme
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Ethical 
Accountability 
Framework

Assessment & 
oversights



https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-
and-circular/2019/20190503e1.pdf

HKMA’s circular on 3 May 2019
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• To all authorised institutions

• Encourages adoption and implementation of 
PCPD’s Ethical Accountability Framework in the 
development of fintech products and services

https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20190503e1.pdf


Fairness 
principle

Systems 
transparency 

and 
intelligibility

Empowerment 
of every 

individual

Reducing biases 
or 

discriminations

Ethics by design

Continued 
attention and 

vigilance
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Publicised data breach 2018 (global)

Source: Risk Based Security 

• 6,515 breaches
• 5 billion records

Hacking, 4,508 

Skimming, 453 
Web, 268 Phishing, 177 

Virus/Malware, 
160 

 -
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Top 5 breach types

(4) Cybersecurity
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e.g. NIST’s Risk Management Framework

Preparation

Essential preparations, 
categorisation and 
selection for managing 
data security risks:

e.g. assign key roles, 
identify key processes, 
determine adverse 
impact of incidents, 
select and tailor 
controls necessary

Implementation

Implement controls in 
the security plans:

Assess if the 
implementation are 
effective for the desired 
outcomes.

Monitoring

Provide organisational
accountability by 
senior management 
assessing if risks are 
properly addressed.

Maintain continuous 
monitoring and 
situational awareness

Adoption of Cybersecurity Risk Management



Revolutionary and innovative developments in ICT present 
challenges to data protection authorities

Business are expected to invest in data, i.e. have in place 
comprehensive and effective privacy compliance policies 
and programmes

Accountability and ethics are crucial for striking a balance 
between data protection and facilitation of businesses and 
innovation, and for building trust

Proper policies and measures are expected to be 
implemented to identify, assess and mitigate data security 
risks

Takeaways

33



Download our publications
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Hotline 2827 2827

Fax      2877 7026

Website www.pcpd.org.hk
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